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MEMORANDUM 

 

 

 

 

TO:   Attorneys 

 

FROM:  Secretary 

 

RE:  Casey Foster  

 

Dr. Casey Foster has scheduled an appointment with you because he/she is worried about the 

confidentiality of some of her/his patient files.  
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CONFIDENTIAL INFORMATION FOR CLIENTS AND JUDGES 

(Not to be shown to Attorneys) 

 

 You are Dr. Casey Foster, M.D. You love the practice of medicine and you are a proponent of 

using the newest innovative technology to help your patients. Unfortunately, some of the 

technology you use may have you in a lot of trouble. You have come to see these attorneys 

because you are afraid you might be sued by several of your patients, and you might even lose 

your medical license.   

 

Your office is “online.” You see patients through a computer program called Virtual Visit. Your 

nephew developed the program for you. He said there were security safeguards in place. He is 

just a college kid, but he has always been a whiz with computers. Your nephew created a website 

for patients to access the Virtual Visit program. The Virtual Visit program works great. Patients 

contact you via email that runs through the Virtual Visit website.  For a flat rate of $59 per visit, 

patients connect with you via webcam chat or FaceTime. They pay with a credit card and you 

keep that information with their medical records. Patient records are saved on the Virtual Visit 

program. You can diagnose many problems and offer home remedies or prescribe medication.  If 

the patient needs urgent care, you refer them to the nearest hospital.  

 

Most patients seek help from you when they have the flu, sinus infection, fever, bee stings, 

seasonal allergies, and sore throat. You have established a large patient base that includes many 

wealthy and influential people in your state. Most visits last about 20 minutes. You have been 

treating patients through Virtual Visit for over two years. Two days ago you realized your office 

computer seemed sluggish. You restarted the computer, but that didn’t seem to help. That 

evening, you received notice that a patient wanted to schedule a virtual office visit. You sent the 

patient the payment instructions, but before you could connect with the patient, the Virtual Visit 

program stopped working. You received an email through the website that said you are being 

denied access to your patient files from the past twelve months, and that to regain access you had 

to pay $200,000 within a week or the files would be destroyed.    

 

You contacted the police who conducted an investigation. The detective said someone, probably 

a patient, infected Virtual Visit with a scareware program that can lock out users from accessing 

their own files. The investigator said most of these “ransomware” groups work outside the U.S., 

which makes prosecution impossible.  



You don’t know what to do. It would wipe out all your savings to pay the $200,000. But what 

would stop the hackers from doing this over and over again?  You are very worried that some of 

your patient’s medical and financial information might be compromised and made public. You 

are pretty sure you are responsible for keeping patient files secure. Should you tell your patients? 

Is there anything you can do to protect your patient files?  Should you pay the hackers? If news 

of this gets out, your business will be ruined. How can you keep this private? 
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MEMORANDUM 

TO: Attorneys  

FROM: Secretary  

RE: Laurel/Larry Fornier 

Laurel/Larry Fornier has scheduled an appointment to discuss a secret someone found out about 

at work. 
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You are Laurel/Larry Fornier and you are here to see these lawyers because you are absolutely 

devastated. For the last year, you have worked as a staffer in Representative Bailey Wilson’s 

office. Rep. Wilson is a conservative representative in your local house of representatives and 

you have always believed in his message of personal responsibility, small government and 

family values. You are really good at what you do and, if Rep. Wilson ever decides to head to 

Washington, you had every intention of going with him on his team. That is, until the events of 

this past week. 

Three weeks ago, you were traveling on business for Rep. Wilson in the eastern part of the state. 

While away, your colleague Taylor (Taylor should be the same gender as you are) needed some 

notes and talking points you had prepared for Rep. Wilson’s appearance at the State Economic 

Development conference. You told Taylor where the notes were located in your office and 

thought nothing more about it. 

Five days ago, Rep. Wilson’s executive assistant Isaac Watson told you that the office of Rep. 

Wilson was cutting down their staff and needed to let you go. It simply didn’t make sense given 

how effective and efficient you were on Rep. Wilson’s behalf. You were told to clean out your 

office and go home by the end of the business day. When you went to clean out your office you 

found a typed, sealed envelope in your desk drawer that contained the following message: 

If you want to know why you’re getting the boot, you should talk to Taylor. According to 

Taylor, you’re HIV positive and Taylor told Wilson that they didn’t want to share a room 

with you on the upcoming office aides retreat. According to Taylor, there was evidence 

of your HIV status found in your desk. I’m sorry to see you go but don’t want to get 

involved further. 

You are devastated. First of all, it is true that you are HIV positive and have been your whole 

life. You were born HIV positive and your birth mother died of the disease twenty years ago. 



You have been very lucky in the maintenance of your disease and you show no outward 

symptoms of your virus. The only way anyone would have known is if they had found some 

appointment information or other medical information in your desk. You are usually super 

vigilant about making sure that you don’t bring any of that into the office but when cleaning out 

your desk you found an old appointment slip from 9 months ago for the local HIV Clinic. If 

Taylor found that when searching for your research notes for the Economic Development 

conference it is possible that Taylor could have figured it out. But for Taylor to take that to 

Wilson is appalling.  Wilson has always had a strong, conservative family values platform which 

would be jeopardized by one of his staffers being HIV positive. You would hope that, given the 

way in which you contracted the disease might make a difference but it might not. It appears that 

it does not matter. 

You are furious that Taylor jumped to so many conclusions and breached your trust and stole the 

personal information in your desk. Even if Taylor came upon it by accident, it should never have 

been shared with Wilson! Now you are publicly humiliated AND you’ve lost your job. You want 

to sue Taylor for the pain and devastation that this has caused and you want these lawyers to go 

after Taylor no holds bar 
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MEMORANDUM 

TO: Attorneys  

FROM: Secretary  

RE: James/Jamey Donovan 

James/Jamey Donovan has scheduled an appointment with you about a conversation he/she had a 

cocktail party recently. 
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You are James/Jamey Donovan and you are worried you might have overshared at a cocktail 

party a couple of weeks ago. You are the treasurer of a public charter school. The charter school, 

Excellence Advantage Charter School, has students from 7th to 12th grades and its mission is 

academic excellence and offering a college preparatory education. You have been the treasurer 

for 4 years and have 2 years remaining in your term. Overseeing the financial records is difficult 

simply because making ends meet is a constant challenge. You know that the teachers you have 

are working for less than they are certainly worth because they believe in the school, and the 

principal and other staff strive to create a terrific working environment but still, the money 

doesn’t go very far. As a public school you receive state and local funds for every child enrolled 

in your school and you are also subject to most public school laws. 

Last year, a parent sued Excellence Advantage alleging that the school’s lack of physical 

education, gym, sports activities and recess opportunities contributed to their child’s obesity 

which is now having an impact on the child’s overall health. As the treasurer, you have not seen 

the lawsuit and all you know is that the child is called “C” in the caption – something like, “In 

Re C, a minor.” But everyone knows that the child in question is Caleb Montgomery. Caleb 

started school at Excellence in 7
th

 grade and has always been a little “slow” – both academically

and physically. Caleb did get bullied a little and, you know from your own kids, that Caleb did 

his own share of bullying back. Caleb’s mother is Juanita Montgomery, a local celebrity on the 

nightly news known for her sensationalistic “investigative reporting.” Based on what you’ve 

seen, it is more gossip and scandal reporting than investigative. Caleb’s father is a coach from 

one of the local university’s track and field teams so he travels a lot with competitions and 

recruiting. Given the ambitious nature of his parents, you’re sure it is difficult for a kid like 

Caleb to live up to their expectations: both academically and physically. Your kids have said that 

Caleb has to have a special chair in some of the classrooms because of his size and he gets extra 

time to get to class when he has to go up the stairs. Caleb is currently in 9
th

 grade and still at the

school. 

The school offers one gym period/day for 7
th

 and 8
th

 graders and then one additional semester of

physical education for high school students to meet the state requirements. Although the school 



could offer additional P.E. courses, the students who attend Excellence Advantage and those you 

want to attract are too academically ambitious to waste a portion of the school day on playing 

games. The curriculum is highly math and science oriented with many courses being offered as 

Advanced Placement. Even if you offered more P.E. courses most students wouldn’t take them 

nor would their parents allow them to. An “A” in gym doesn’t get you into Stanford! Although 

you are a public school, you are competing with highly academic private schools in terms of 

student outcomes. You have won numerous state championship medals in Science Olympiad, 

Debate Team and Environthon. Excellence Advantage does offer sports clubs after school and 

participation is open (there are no tryouts required) and optional.  

Even though Caleb has been enrolled in the 7
th

 and 8
th

 grade gym periods, your impression as a

parent (not the treasurer) is that Caleb always had an excuse not to participate. Whether they 

were doctor excuses or not, you’re not sure, but when you would see him at the school he was 

usually sitting on the bleachers and not participating. If Caleb were your child, you’d put him in 

another school that can more adequately deal with his issues: other public schools offer a lot 

more P.E. opportunities. And, if necessary, you’d hire a companion or some other personal 

trainer to make sure he participated in both in school and out of school physical wellness 

programs. But apparently, Mrs. Reporter and her globe-trotting husband are too busy with their 

careers to do what is right for their kid. They can, however, file a lawsuit against the school! 

The lawsuit has been going on for about 14 months and in that time the school has incurred about 

$100,000 worth of attorney’s fees and there will be more to come. The lawsuit is devastating 

your finances and all you can do is keep shuffling things to try to keep the school in the black. 

This year, the school board (on which you sit as Treasurer) decided to fire two teachers and 

combine their classes to save some money. Now, the 10
th

 and 11
th

 grade English classes and

History classes are combined into one class taught by one teacher. They have breakout sessions 

as necessary to accommodate the different curriculum and topics but instead of 20 kids in the 

classroom, there are now almost 40. Parents are furious. For a college prep school, academics are 

being sacrificed because of the expenses associated with this crazy lawsuit. 

Even though your board meetings are open, due to state open meeting laws, any discussion of the 

lawsuit occurs in closed session. In your finance reports you simply report that the legal fees as 

“unanticipated contracted services.” A couple of weeks ago, you and your spouse were at a 

cocktail party when you got cornered by a couple of parents from the school who, like you, are 

furious about the combined classes this year. They were demanding answers from you: why? 

What is the problem? Where is the money going? At first, you tried to be vague about the 

situation assuring them that the board was doing all they could to figure out alternatives and that 

there was no illegal misappropriation of the school’s money but rather unique and unanticipated 

expenses. But they kept pushing and, after your third scotch of the night, you finally told them 

“Look, the school is being sued and the damn lawyer has cost $100,000 already and there is 

more to come. We are doing the best we can.” Although you never named Caleb directly, 

apparently there is plenty of gossip going around that the parents can put two and two together. 



Before the night was out, plenty of folks were talking about the Montgomery’s and Caleb and 

how he should have never been at Excellence to begin with.  

In the light of day, you clearly spoke out of turn on this. You are worried it will hurt the lawsuit 

as well as the school. Even though you never said Caleb’s name, given the doggedness of his 

mother’s reporting skills who knows what will happen next. Should you tell the principal what 

happened? Should you tell the lawyer handling the education matter? Could you be personally in 

trouble or is this covered by the director’s liability insurance of the school? You should have 

kept your damn mouth shut but this has been going on for months and you are sick of it. Caleb’s 

parents should do their job as parents and get their kid into a healthier and more suitable place – 

the school shouldn’t have to pay for their bad parenting decisions.  
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MEMORANDUM 

TO: Attorneys 

FROM: Secretary 

RE: Quinn Cozart 

Quinn Cozart has scheduled an appointment with you because he/she is worried about the 

privacy of some personal information he/she keeps at the office.   
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 You are Quinn Cozart. You are an assistant prosecutor. You are responsible for handling felony 

cases, and your docket is very large. After three years working fifty hours a week prosecuting 

some of the worst characters in your community, you were exhausted and stressed to the point 

that your doctor said you had to take some time off.   Your supervisor was very understanding 

and told you to take off as much time as you needed. You told your supervisor that you wanted 

to take off two full weeks, and she agreed. You told your secretary that you were turning off your 

phone and that no one should try to contact you.  

You knew another attorney would have to cover your files for the time you were gone. You left 

several notes about your files on top of your desk with instructions on where the files were 

located in the gray four-drawer file cabinet in your office. There is a brown two-drawer file 

cabinet in your office as well. This is your own personal file cabinet where you keep your 

personal bills and documents.  

When you returned to work after being gone for two weeks, everything looked in order.  Your 

files were in the four-drawer cabinet, and someone had left a calendar of upcoming events on 

your desk. It was difficult getting back into the swing of things, but you were determined to work 

until you caught up.  

You decided to pay bills one day last week during your lunch break.  You went to the two-

drawer cabinet and realized someone had broken the lock. You looked inside and it was obvious 

someone had gone through your personal files because several of them were out of order. You 

were furious. You asked your secretary if she knew who had broken into your file cabinet. She 

said she wasn’t sure who had broken the lock, but that there was a file missing while you were 

gone and lots of people looked everywhere in your office for the file, including in the brown file 

cabinet. She told you she had even looked in there when she was looking for the missing file. 

She said she never read any of the personal files, but she did thumb through them looking for the 

missing file.   



You tried to inventory your personal files, and none of your files seem to be missing, however, 

your file containing your bills was filed out of order and was disheveled like someone had been 

going through it. This really upset you.  You aren’t proud of this fact, but you have a lot of credit 

card debt. If you added all your credit card balances together, you probably owe $70,000. Most 

of the charges are for electronic gadgets for your home.  You just can’t seem to help buying the 

latest television, tablet, smartphone, speakers, and video games even though you don’t need them 

and can’t afford them. The bills that are in the file show dozens of purchases you made in just the 

last month. You are very embarrassed that someone has read about your debt. There were also 

other personal files in the file cabinet that you don’t want your employer or co-workers to know 

about, including psychiatrist bills and late notices for unpaid bills. You are furious that someone 

in the office might start gossiping about what was in the file. You might just be paranoid, but a 

couple days ago you think a group of the secretaries were whispering about you as you walked 

by. 

Do you have any recourse against the person who broke the lock if you can determine who that 

was? How about anyone who read your private files? How about your employer?  
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MEMORANDUM 

TO: Attorneys 

FROM: Secretary 

RE: Steph Carey 

Mr./Ms. Carey has scheduled an appointment with you.  S/he seems quite angry and would say 

only that s/he has lost everything because of what his/her company did to him/her, after working 

there more than 10 years. 
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Your name is Steph Carey.  You scheduled an appointment with these attorneys on the 

recommendation of Kim Rollo, a local attorney who represented you in your divorce.  That 

would be the divorce where you lost everything because of what happened to you on the job.  

You want justice, and you believe these attorneys can help you in that regard. 

This whole problem started about 15 months ago.  At the time, you were employed by 

Big Box Warehouse.  As the name suggests, it is a warehouse where millions of dollars of 

appliances and electronic equipment are stored for one of the local big box stores.  You worked 

nights there, as you had done for the past 10 years before you were fired.  You were there one 

night working with one of your friends on the job, Kit Adams.  You and Kit had always had a 

good working relationship, even though you were each married to different people.  In fact, Kit 

had met your spouse, Terry, and you had met Kit’s spouse Chris.  Because you and Kit had 

worked together for some eight years, you had developed the kind of friendship where you often 

teased each other, sometimes with double entendre, but always in good fun.  You always 

considered Kit a platonic friend, nothing more, notwithstanding the sexual tension that you 

would sometimes sense between you and him/her.  One night, nine months ago, you were 

working when the joshing and teasing picked up.  At one point, you and Kit were alone, when 

s/he said something along the lines of, “Welcome to kissville, population us?”   You knew that 

Kit was hinting at a kiss, and you leaned in, planning on a quick peck, more as a joke than 

anything else.  However, the next thing you knew, you were kissing deeply.  And the kiss went 

on, and things got steamier.  While there was some light fondling, Kit was reminded of the 

surveillance cameras positioned around the warehouse to provide security from employee theft 

and damage to warehouse goods.  You promptly moved to the employee break room, where 

there are no cameras.  The room was vacant.   You locked the door.  One thing led to another and 

before you knew it, you and Kit had sex.   

Afterwards, you were both slightly embarrassed by what had happened.  You finished 

your shift without talking about it, but several days later, you and Kit agreed that it was a mistake 

that you both    regret because of your friendship and because you’re both married.  You vowed 



that it would never happen again, and it hasn’t.  You also agreed that it would be kept between 

the two of you. 

 The problem, however, is that the security folks viewed the video and turned it over to 

your Human Resources Department.  You and Kit were both disciplined for misconduct given 

that you weren’t doing your job during the time you were kissing and you both disappeared 

during the time you were having sex.  You were both written up and given a warning that about 

future consequences should it happen again.  This would have been fairly minor except for what 

happened thereafter. Your spouse, Terry, is good friends with Rona Jaffe, who works in Human 

Resources.  Rona not only told Terry about what had happened, but invited Terry to her office 

and showed him/her the video of you and Kit kissing.  Rona noted that for the next 30 minutes or 

so, no one knew where you were, but she had her suspicions.  Your spouse wasted no time in 

confronting you, and you admitted that you and Kit had had sex.  This led to your divorce, 

despite your promise that it would never happen again.  Your spouse got the house that s/he and 

you had purchased, and a greater share of your marital property.  In addition, your spouse was 

granted primary custody of your four-year-old daughter.  In short, you have paid dearly for this. 

Once it became clear that divorce was in your future, you stormed into the Human 

Resources office and confronted Rona about “being in your business” and breaking up your 

marriage.  Rona felt sufficiently threatened that she called security and you were escorted from 

the premises and later fired.   

You want justice!  Didn’t Big Box Warehouse invade your privacy in using the video to 

discipline you for something other than theft of property damage?  Wasn’t it an invasion of your 

privacy when Rona not only told your spouse what the video showed but also showed your 

spouse the video?  You wife is not even an employee of Big Box Warehouse.  You’ve lost 

everything over a minor indiscretion. 
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